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Here is Fermilab



Closer look



Fermilab is

� A high energy physics lab

� Research in theoretical and experimental 
particle and astrophysics.

� Part of the Dept. of Energy

� Located in Batavia IL

� An “open science” lab

− Collaboration with universities and labs 
around the world. Such as...



Open Science

� SDSS telescope at Apache Point 
Observatory in Sunspot, New Mexico



More Science

� Neutrino Detector in Soudan Minnesota



Some more open science

� Pierre Auger Cosmic Ray Detector in 
Argentina

and much, much more



Back to computer security



Cogs in our System

� Policy, process and documentation

� Authentication

� Logging

� Scanning and Blocking

� Incidents and FCIRT

� Asset Tracking

� Community Awareness

� Outside help





Policies, process and docs

� Central location

security.fnal.gov

� Policies are the heart of the system

� Tools enforce the policies



Types of Policies

� Policy on computing

� CSPP (Cyber Security Program Plan) 

− Framework doc for all CompSec requirements 
at the lab

− Baselines, major/minor apps, services

� Our policies are driven by

− FISMA

− NIST-800



Policy related tools

� CSA app

− Risk assessments for all devices on network

� ST&E (System test and evaluation) 

− Used to satisfy auditors

− Manual and automatic tests that verify 
policies we have in place

− Logs who performs a test and their response 
to the evaluation



Policies

� Require that CST has a presence in 
almost every division.

� Be available to advise on new projects

� Involve lots of pen and paper



Tools

Have policy, will enforce



Authentication

� Kerberos and Active Directory

− Unix realm and Win realm

− Trust between the two

� X.509 certs tied to kerberos principal

− Used for web auth

� DOEGrid certs

� Central LDAP authentication services

− For those apps that can't do kerb or x509



Logging

� Central syslog-ng server

� Splunk

− Fulltext search engine for our log files

� netflow database

− Time partitioned Postgres database

− Typically the first place we go to investigate 
incidents

− 6 to 10 million flows an hour

− Expected to increase as we go to 40 and 100 
Gb/s by 2012



netflow



heatmaps from netflow



Types of logs we've found 
useful

� Syslog

� Web GETs and POSTs

� Email headers

� DNS resolutions

� Firewall

� VPN



Scanning and Blocking

� Nessus scanner farm

� Special purpose scanners

− MSSQL

− Strong authentication

− Critical vulnerabilities

� Autoblocking

− Border, switchport, and DHCP

� Snort and Bro

� TIssue



TIssue



More scan & block

� ngreps

− Basic auth scanner

− Web GETs and POSTs

� Web proxies @ email center

� Self service tools

− nessquik

− *-me-now tools

� Captured subnet with temporary DHCP 
registration



nessquik



What's an ngrep?

� Tells who talked to what and when

� Browser used

� Sometimes basic auth strings (goes 
against computing policy) 

� Badware domains can be picked out

T 2008/03/25 00:01:04.035956 111.222.111.222:37049 -> 89.149.169.88:80 [AP] GET 
/componentes/flash/newPlayer.swf HTTP/1.1..Host: www.marca.com..User-Agent: Mozilla/5.0 (X11; U; Linux i686; 
en-US; rv:1.8.0.12) Gecko/20080208 RedHat/1.5.0.12-0.10.el4 Firefox/1.5.0.12 pango-
text..Accept:text/xml,application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;q=0.8,image/png,*/*;q=
0.5..Accept-Language:en-us,en;q=0.5..Accept-Encoding: gzip,deflate..Accept-Charset: ISO-8859-1,utf-
8;q=0.7,*;q=0.7..Keep-Alive: 300..Connection:keep-alive..Referer: http://www.marca.com/..Cookie: 
fontSize=0;MARCA_idusr=RzOfI8FugK0AABW2j9I-e82220f44e8e7eb9e8ff5691ba0f0000..Pragma: no-
cache..Cache-Control: no-cache....



and more

� tarpits and darknets

− valuable to find virus infected devices



Incidents and FCIRT

� Fermi Computer Incident Response Team

� GCSCs in each major division

� FIREs and SMOKEs

� Tell-me-now



TellMeNow



Asset Tracking

� Miscomp

� Sysadmin DB

� NIMI (network inventory) 

− With a lot-o-nmap going on

� Node Locater

� System management/inventory tools

− SMS

− Quest

− OCS Inventory



Miscomp



Sysadmin DB



Inventory open ports

and on and on and on....



Node Locater



Community Awareness

� Sysadmin round tables

− Discuss security topics

− Make admins aware of new vulnerabilities 
and exploits

� Security spots at other get-togethers

− Linux users group

− Mac users group

− Windows policy group



More Awareness

� Computer Security Awareness Day

− Yearly

− Kiosks and demos

� Training

− @ Orientation

− Ongoing throughout your stay at FNAL



Outside help

� Federal Help

− DOE

− CI

− CIAC

− FBI

� Non-federal Help

− Vendors we're friends with

− Sister sites

− Mailing lists, IRC, etc. The usual security 
hangouts



References

� http://security.fnal.gov

� NIST-800

− http://csrc.nist.gov/publications/PubsSPs.html

� http://security.fnal.gov/awareness.html


